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INTRODUCTION



Interest in multi-factor
authentication (MFA) has risen
in the past few years, spurred
by the increasing frequency and
severity of data breaches and
destructive attacks.

When Covid-19 happened, ransomware actors proliferated. In May,
BlackFog saw the largest number of ransomware attacks over the
last three years. Many ransom demands leverage either simple login/

password combinations, which had already been posted to the dark
web or other accounts that had either no or weak MFA methods. Some
analysts have brought up the point that trying to pay off many Russian
ransom collector accounts could result in sanctions being applied.
Enterprise adoption of MFA has become the best tool to fight present-
day ransomware attacks by protecting administrative accounts and in
interrupting the movement of attacker across your corporate network.
MFA is no longer the sole province of the extremely security-conscious
crowd — it has become generally accepted and a progressively
necessary practice for any computer user. And increasing interest is

being met with greater levels of support and industry adoption.

ecome the best
present-day
e attacks



https://privacy.blackfog.com/wp-content/uploads/2022/06/BlackFogRansomwareReport-May-2022.pdf
https://privacy.blackfog.com/wp-content/uploads/2022/06/BlackFogRansomwareReport-May-2022.pdf
https://privacy.blackfog.com/wp-content/uploads/2022/06/BlackFogRansomwareReport-May-2022.pdf
https://www.eset.com/us/about/newsroom/corporate-blog/multi-factor-authentications-role-in-thwarting-ransomware-attacks/
https://www.eset.com/us/about/newsroom/corporate-blog/multi-factor-authentications-role-in-thwarting-ransomware-attacks/
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Introduction

MFA has recently received several major supporters: Last year,
Goodle enabled MFA by default on all of its end user accounts.
The US government proposed a more widespread adoption

of MFA in a series of Biden Executive Orders last year as

well. Then GitHub announced that it will require all users who
contribute code to use MFA by the end of 2023. And in June,

Microsoft announced it will encourage more of its customers to
move towards MFA.

Yet despite these victories, MFA still has a bad rap: it is
inconvenient, it is costly to implement, it can be hacked
anyway, and not every situation supports it. When evaluating
the various MFA products and technologies on the

market today, it's important to understand the tradeoffs in
security, scalability and usability inherent in each option.
Additionally, it can be helpful to understand your available
choices in the context of how MFA has developed over

time. Let’s look briefly at MFA's history, its relevance to digital
security, and how to choose the right MFA methods

to stop these and other potential attacks.


https://www.cyberscoop.com/google-multifactor-authentication-2sv-default/
https://github.blog/2022-05-04-software-security-starts-with-the-developer-securing-developer-accounts-with-2fa/
https://techcommunity.microsoft.com/t5/microsoft-entra-azure-ad-blog/raising-the-baseline-security-for-all-organizations-in-the-world/ba-p/3299048
https://techcommunity.microsoft.com/t5/microsoft-entra-azure-ad-blog/raising-the-baseline-security-for-all-organizations-in-the-world/ba-p/3299048
https://www.csoonline.com/article/3620223/how-to-hack-2fa.html
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Back in the 90s, hardware key fob devices were pioneered by securid, which would
display rotating one-time passcodes. Users of these devices would be prompted for
these codes at the time of authentication, adding an additional layer of security beyond
a username and password. These were groundbreaking at the time, because they provided
iron-clad security if you didnt lose your fob or leave it in the office when you were working

elsewhere. Without physical possession of the key fob device, an attacker with knowledge of

the targets username and password would almost certainly be unable to guess the associated
one-time passcode. While sixdigit codes could eventually be brute-forced, each code was valid

for only a short window, mitigating such an attack. Since then, various forms of time-based one-
time passcode (totp) mfa have become available. In some of these implementations, totp codes

are delivered via sms, while others require users to use an authenticator app. There are security
tradeoffs in how these codes are delivered. Sms messages can be intercepted through sim swapping
attacks or by exploiting flaws in telecommunications protocols, like ss7. Authenticator apps and
hardware authenticators utilizing totps sidestep the risk of interception inherent in sms-based
systems, but users can be phished or otherwise tricked into sharing their one-time passcode with a

threat actor.

While far from perfect, its important to understand that the fundamental goal of a totp system is
to provide a level of assurance that the person making an authentication attempt is in possession of
some device such that an attacker would need two factors of authentication: something the val-

id user would know (i. E. , a password) and something a valid user would have (i. E. , access to the
phone that has been authorized to receive totps, a keyfob, etc. ). This approach has become a pop-
ular and relatively low-effort approach to adding mfa to various services and applications.

As mfa evolves, so too do the efforts of threat actors. Sms-based totp codes are still commonly
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https://www.securid.com/blog/securid-and-the-evolution-of-identity-a-brief-history/

used today, but the promise of security they offer is diminishing with time. Many
consider such methods to be useless as an authentication method. In 2013,
Lifehacker posted this article that spoke about how mobile malware could exploit
these sms codes, and a few years later Brian Krebs described an entire ecosystem
of criminal workers who can be bribed to defeat the process. Today, potential
avenues for mfa compromises such as these should be considered when choosing
a service or technology for administering mfa, and for most operations, sms-
based totp isnt a satisfactory mfa solution. This is especially true for enterprise
deployments, as the payoff for compromising the credentials of an employee may
be worth the level of effort involved in phishing or intercepting sms messagesin a

way that it might not be for an attacker to target an individual person.

An alternative option used by some vendors who have tried to eliminate the

effort of typing in the codes by having special hardware or software to send

push notifications to your phone that just require acknowledgment. In some

ways, this idea is an improvement over insecure totp services, as there is no

code or passphrase to phish. In addition to a username and password, the push
notification serves as a second factor of authentication, as it is delivered only to
pre-registered devices associated with the users account. For an attacker to exploit
this system, he or she would need to be in possession of both the knowledge of the
users password and have physical access to one of the users devices. However,

in many cases, its possible for the user to become accustomed to approving
notifications without understanding the connection between the intended action
(the authentication attempt) and the request for approval. Furthermore, in some
enterprise settings, these systems can be set up such that the user is not the one to
whom the notification is delivered, and instead a manager or some individual with
a greater level of privileged access is tasked with approving requests for access,
which only further disconnects the action from the request for approval. In these
cases, the expected protection of push-based mfa is undermined by habituation or

misunderstanding, nullifying the promised security.
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https://www.lifehacker.com.au/2013/07/two-factor-cant-be-trusted-anymore-for-online-banking-auscert/
https://krebsonsecurity.com/2021/03/can-we-stop-pretending-sms-is-secure-now/

About ten years ago, the Fast Identity Online (Fido) Alliance began its operations, eventually pulling

S together Google, Microsoft, Apple and several hundred vendors and major end-users around a series
™ of authentication standards. Today, the products that carry Fido certification are the most secure
H o mechanisms to protect users logins. Ironically, Fido has brought about a return to the hardware fob,

albeit in a somewhat different form factor. What makes Fido security keys more secure than other

C E R T I F I E D forms of mfa is that no user secret information is stored outside the key or transmitted anywhere.
Instead, authentication data is processed by software on the end users device. FIDO also gets rid of

the need for custom programming an authentication solution using proprietary or insecure methods and replaces them with an open stan-

dards-based approach. Additionally, use of Fido devices also divorces mfa methods
from the actual apps that have to depend on them. It has taken Fido several years
to get to this point, but there are now more products that can deliver better authen-
tication experiences. Yubikey, Solokeys, or Googles Titan security keys all support
various aspects of the Fido protocol and cost around $50 apiece, as shown in the
photo to the right.

But these hardware keys have issues, just like any other piece of hardware that you
carry around. First, youll want to have at least two keys and keep them stored in two
separate places, just in case you lose one. Second, the keys fit into your devices via

a variety of connection methods or transports, such as usb-a, usb-c, bluetooth, or
nfc. That means managing a key collection and matching it with the appropriate
endpoint device and connector. And you have to remember which key is used to
authenticate you to a particular account, which can be annoying even for the most
fervent Fido supporters. While google has deployed them for all of its employees,
they havent caught on elsewhere.

Some vendors have tried to combine Fido keys with other security factors to make
an easier and more usable solution. These so-called passwordless products are
really adaptive authentication routines that adjust how much mfa is needed to com-
plete a particular operation. Some products, for example, consider biometric fac-

tors such as finger gestures, typing cadence, geo-location, or leverage the phones

Various hardware keys used for MFA, including the latest

Fido-support keys along the right side and RSA's latest Secu-
rID. (credit: D.Strom)

secure enclave to store their keys. That is a step in the right direction, although they are still difficult to implement across the enterprise.

Evolution of MFA


https://fidoalliance.org/
https://www.yubico.com/
https://solokeys.com/
https://cloud.google.com/titan-security-key

Evolution of MFA

Passkeys will be
cross-platform, syncable
credentials built atop the
Fido protocol

The next evolution of the Fido protocol will arrive soon in the form of
passkeys. These will be cross-platform, syncable credentials built atop
the Fido protocol, and they overcome many of the usability challenges
associated with Fido hardware security keys. Passkeys will work in much
the same way that operating systems and major browsers offer to
recall passwords and sync them across devices for users. This solves for
issues such as needing to enroll multiple security keys and keep one or
more as backups. Passkeys will leverage hardware that supports user
verification through biometrics to provide assurance to the application
or service that a user is not only in possession of some device but
matches the enrolled identity of the authorized user. Passkeys are
shaping up to be a realistic password replacement scheme for
individuals, but enterprises my be slow to adopt them or may avoid
them entirely, as the private keys associated with each passkey are
stored on and synced across all devices into which a user is signed in.
For an individual, the hurdle for an attacker to compromise the security
of that persons operating system and passkey-syncing mechanism

is likely too high. However, an attacker my find the effort worthwhile

if it results in compromising the private keys associated with all of an
employees logins, allowing him or her leverage those credentials to

gain further access to the enterprise.



CHOOSING THE
RIGHT MFA



So which MFA method
should you choose?

If you're looking to integrate MFA into an application or service, the fastest to
implement is often SMS-based TOTP, but it isn't considered secure and shouldn’t
be used as a primary MFA method. For users of existing services and application
that offer multiple MFA options, authenticator apps are far better than SMS-
based options. They are more secure and support almost every SaaS app,

but you still have to type in the one-time codes, meaning these can be shared

or phished. Fido hardware keys are a great option for anyone interested in
preventing credential theft and phishing attacks, but use of the security key is in
no way tied to the identity of the user, meaning anyone can avail oneself of the
security key — not just its intended user.

What is needed to make MFA completely successful is to have a marriage of
security, usability and privacy that doesnt compromise any one particular
aspect. The ideal MFA method must be easy to administer, easy to apply to

a user’s login, and it needs to work across all modern endpoint OSs and web
browsers. The best approach is to have something that you carry on your person,
which makes wearable devices, such as the Token ring, an attractive option.

This is helpful in that you don’t have to worry about losing it or leaving it at

home when you travel. I also can tie the person to the use of the authenticator
device and avoids having to remember and type in the one-time passcodes
generated by a smartphone authenticator app. Most importantly, it must
provide assurances beyond a user having some knowledge factor and being in
possession of a tfrusted device. Only those MFA solutions that can verify that the
individual attempting to authenticate matches the enrolled identify of the valid
user will be able to offer the level of security assurances necessary for enterprise

and support future passwordless login standards built atop the Fido protocol.

Choosing the Right MFA

The Ideal
MFA

Method

easy to
administer

easy to
apply

works across
all platforms

10



Multi-factor Authentication Methods Comparison

MFA METHOD

SMS

HNON

Easy to implement

CONS

Easiest to compromise

Authy)

Authenticator phone app (Google,

Wide app support

Tied to your phone in most cases,
still have to type in the one-time
code manually

Hardware keys (Yubico, Titan)

More secure than software to-
kens, Fido support

Need multiple keys in multiple
locations, easy to forget, multiple
connector form factors

Passwordless tools

Support for adaptive authentica-
tion

Complex to setup and manage at
scale

Passkeys

Convenient, Fido Support, Sup-
port for passwordless Logins

Private keys are synced and
stored across devices and poten-
tially remote servers

Integrated biometric hardware

Key is tied to your identity, Fido
support, Support for passwordless
Logins

Users must enroll to the device
and then enroll the device with
each app or service

Choosing the Right MFA
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Choosing the Right MFA

For developers, supporting Fido/WebAuthn in your applications and
services is paramount. Arguably the best MFA options for individuals and
enterprises alike are being built atop this standard. Individual users who
value convenience, TOTP apps are a good option for now, but consider
using Passkeys when support for them becomes available in early 2023.

For enterprises, hardware security keys are ideal, especially those that can
biometrically verify the identity of the user. These devices offer tremendous
security benefits against credential theft, reuse, and misuse. Tying the use of
the authenticator to the user’s identity will only become more important as

true passwordless security becomes available.

It is fortunate that so many MFA methods exist to choose from today. While
using any of them is better than just using a simple login/password pair that
can be quickly compromised, the best choice for today and into the future

is something that you carry with you, that understands your biometrics,

and can be married to your identity without any operator intervention.
Ransomeware and data theft are only increasing in severity. It's time for the
defenders to up their game as well.

BIO: David Strom is a well-known author who writes frequently about
security and B2B IT topics and can be found on Twitter @dstrom or at http://

stromingtor.com.

Evan Krueger is Token’s VP of Engineering, a cyber security expert quoted by
the media, and a patent holder in the area of biometric recognition.
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